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N /5 T (National Institute of Standards and Technology)
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BS I (German federal office for information security)
o EEIRIBIEE L LI EE
IS E CO M (Institute for Security and Open Methodologies)

© EIFEES5 LT RARH T

i3 Tl 4.0FF &4 IAE
¢ RA M I4 0 (Reference Architecture Model Industrie)
o TAA.ORITERSIAE

IE C/ PAS 62 443 -3 (Security for Industrial Process Measurement and control and system
security)
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sechbmed

sechmed Security Certificate
Security Audit 2014

sechmeq Audit Certlflcate

Industrie 4.0 Compliance & Enablement

Products in scope: X , Li L Mobile. y
140 Reference: Reference Architecture Model Industrie 4.0 (RAMI4.0) 1st ed. VDI, ZVEI. Dr. Andreas Grzemba
IEC/PAS 62443-3 Security for industri 1p measurement and control - Network and

scope with RAMI4.0 architecture.

www.th-deg.de

<! pe are comp| e requirements of Industrie 4.0 (RAM14.0). They can
be utilized as communication broker enablin, gl i i icati i ipsina
flexible and s¢ r. Secomea products are Industrie 4.0 enablers.

()t

Prof. Dr. Peter Frohlich Prof. Dr. Andreas Grzemba

Solutions for Embedded Security
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Login

Certificate: SSRGS M ~ ﬁ‘ ol A [] L] E
Passwor d: esssssssss

Femember passwor d

[T open last domain: ROOT.Xikenmai

Connect last device: (none) Administrator Login

Automatically reconnect to device upon failure _
o = @ Certificate: SWENNENEWERCM gmc ~
Internet Connection: Auto-detect Add proxy Clolsen namer
p .
Login ] [ Certificates ] [ Shutdown ] [ About ] [ Advance T s} ||seseeses
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[ Account Joined Domains Usage Audit

Account Name: W A MNGZHOU-GM

Account Role: Server Administrator -
— - Sz A Tweek -
Account Language: Simplified Chinese (f&#A) =
Description: - v ~ - < ) L
< E
gg}g;;fl ROOT . User Login User: Jeifio, ©oig From: 223.73.57.244
ig}fé-lllr;zl ROOT . User Login User: = = J From: 14.146.92.25
fgfi_lllézl ROOT . User Login User: Joffmynnang From: 14.146.92.25
Group Member: i 20'15_'11_21
16:48:08 CHINA . Edit domain LIMIN Change Alias (liming == limin)
Person Name: Jeffrey Peng ?g_lfé_lulu'ﬂ CHINA . Move appliance QL From CHINA To' .
Email: S ?;1551;5:21 L1 . Move appliance GP4301TW From L1 T~
Mobile: e—— 9 China oo SH-LIMIN . Join account  ZHANG FENGLEI To: &
Person Info: S )
?g_lzsz_lolozl SH-LIMIN . Join account  ZHANG FENGLEI To: Gl
2016-11-21 Go To ) i .
16:17-54 L1 . e GP4301TW Url: https://hangzhou.gatemanager.cn:58123/
?;115;141(;21 ROOT . Move appliance GP4301TW From ROOT To L1
2016-11-21 Remove
Disabled: Auto-Disable: | Never | g 14:10:01 XIKENMAL [1] C e VNC - 192.168.43.219
i 20161121 XIKENMAI [1 . Remove OMORON CP1E i
Last Login: 2016-11-21 18:12:17 from 14.146.92.25 14:18:56 [1] appliance
Created: 2015-08-13 fg}%};&zl EH . i;p-:—ignce EH-lx-test Url: https://hangzhou.gatemanager.cn:57826/
Renewed: 2015-08-13 20.15-.11-21 o To
Expires: 13:14:75 EH . s EH-Ix-test Url: https://hangzhou.gatemanager.cn:55433/
2016-11-21 Go To
. . : : . . 13:06:48 EH . s EH-Ix-test Url: https://hangzhou.gatemanager.cn:55439/
Authentication: X509 Certificate (with password) + (No SMS Service in account domain) 2016-11-21 co To
13:04:34 EH . Appliance EH-Ix-test url: https://hangzhou.gatemanager.cn:55439/
Duration: Permanent 20.15 .11 21 GppT
- - o lo
Mail Template:  Use defaull 13:04:06 EH . s EH-Ix-test Url: https://hangzhou.gatemanager.cn:55433/
2016-11-21 R n ‘ . -
Message: i 12:59:08 EH Comman EH-Ix-test Update firmware v3239_16267.ffs
1591 -~

Deliver to: [ |jun@xikenmai.com J
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SiteManager  «

sechbmed

UPLINK2

POWER'® 1. GateManager: 120.25.2.135 Connected to 120.25.2.135:443 (UPLINK)
STATUS
N 2. uplink port: 192.168.16.153/24 (DHCP) Up
N
RENELATE . 2. Uplink2 {Mobile broadband): Not Installed Edit
4. DEV port: 172.24.2.1/16
. 5. Device Agents: 6 up, 3 down 2 failed E
AR &3E0 | Fix |
6. Chat [ Scratchpad: Empty
7. Admin Password: Using default password (MAC address)

REROSHKMZEORS
© RESINRH AR — PR
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ROOT.CHINA.PA=ETisE

FA==iEE Siemens S7-300 6GK7-343-1GX21-0XE0 (SiteManager in Denmark) - 172.24.2.129

Agent Address Status connects Packets Bytes
ok fail x rx x X
{,E}" &' F=EE siemens S7-300 6GK7-343- 1GX21-0XED 1?2.24.2.129:ﬂ443,102,5002,5188,5800,5900;1003\ IDLE 0 0 0 0 0 0
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\ 11099 iudEﬂl ) IDLE 0 0 0 0 0 0
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